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Abstract.

The inherent uncertainties of open marketplaces motivate the de-
sign of reputation systems to facilitate buyers in finding honest feed-
back from other buyers (advisers). Defining the threshold for an ac-
ceptable level of honesty of advisers is very important, since inappro-
priately set thresholds would filter away possibly good advice, or the
opposite - allow malicious buyers to badmouth good services. How-
ever, currently, there is no systematic approach for setting the honesty
threshold. We propose a self-adaptive honesty threshold management
mechanism based on PID feedback controller. Experimental results
show that adaptively tuning the honesty threshold to the market per-
formance enables honest buyers to obtain higher quality of services
in comparison with static threshold values defined by intuition and
used in previous work.

1 Introduction

Open electronic marketplaces consist of autonomous and self-
interested participants (buyers and sellers). They provide services or
goods of varying quality and can misrepresent their offerings to max-
imize their utility. Thus, to minimize the risk of engaging with low-
quality or malicious partners, the participants need to communicate
with each other and share their experiences with other market par-
ticipants, thus providing advice or recommendations to each other.
Yet, exactly because the agents are autonomous, intelligent and self-
interested, they are not obliged to tell the truth. Some may be mali-
cious and badmouth good participants (e.g. to reduce the competition
for their own services or goods). Others may be incompetent to give
a fair evaluation. Some others may simply not want to be bothered
providing feedback.

Designing reputation systems for open marketplaces seems to be
an effective approach to ensure that only participants with satisfac-
tory qualities can prosper [6, 11]. Reputation systems assist buyers
in their decision making process by providing them with trustworthi-
ness assessment techniques to thoroughly evaluate the credibility of
other buyers (advisers), considering various parameters and environ-
mental circumstances.

Different reputation mechanism have been proposed in the liter-
ature which model the trustworthiness of participants via different
approaches such as socio-cognitive [16], game theoretical [18], and
probabilistic models [4, 15, 19]. Existing reputation systems per-
form under the assumption of the existence of a credibility threshold,
which sets a decision boundary on the behavioral model of advis-
ers and characterized them as honest and malicious. These systems
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suffer from a lack of a systematic approach for adjusting the hon-
esty threshold to the dynamic environmental conditions. Defining the
threshold for acceptable level of honesty of advisers is very impor-
tant. The foremost drawback of having a static honesty threshold is
that an inappropriately set threshold would filter away possibly good
advice, or the opposite - allow malicious buyers to badmouth good
services. A low threshold will result in a plenty of possible advis-
ers, but the quality of advice may be low. In this situation, deceitful
advisers who maintain a minimum level of trustworthiness remain
undetected and could actively contribute into a buyer’s decision mak-
ing process. On the other hand, a higher credibility threshold leads
to the contribution of a smaller number of advisers and can make
it impossible to find advisers. Clearly, adjusting a threshold value is
a trade-off between the number of credible advisers and the risk of
being misled by deceptive peers.

This paper proposes a method by feedback on the performance
of the marketplace in terms of QoS metrics to dynamically deter-
mine appropriate value for honesty threshold to optimize the market
performance. We built a controller that monitors the quality of e-
marketplace and uses a PID feedback controller technique [13] to
determine new values for the honesty threshold. Buyers then dynam-
ically re-evaluate their network of trustworthy advisers according to
the new recommended value.

Our approach was validated experimentally by integrating
our PID-based honesty threshold controller into a simulated e-
marketplace with different population tendency. Experimental results
show that adaptively tuning the honesty threshold to the market per-
formance enables honest buyers to obtain higher quality of services
and more accurately detect malicious advisers in comparison with
the static threshold values defined based on designer intuition that
are used in previous work.

A credibility evaluation mechanism guided by the PID-based
threshold adjustment creates the opportunity of designing self-
improving trust and reputation systems which learn from the state
of the e-marketplace promoting the acceptance of web-based agent-
oriented e-commerce by human users.

2 Credibility Evaluation Mechanism

Our proposed credibility evaluation mechanism adopts a variation of
the Prob-Cog model [9, 10] and formalizes the credibility degree of
advisers in different steps.

In the first step, a buyer agent ¢ sends a query to its neighbours
A = {a1,as,...,ar} requesting information about previously ex-
perienced transaction outcomes with common set of sellers P =
{P1, P>, -+, P;}. Neighbour a; responds by providing rating re-
ports for the common set of sellers. Consumer c calculates the differ-



ence of trustworthiness evaluation between ¢ and a; on the common
set of sellers (e.g. P; ) as follows:

Diff(c.a) p, = E(0rr, Pi)e = E(pre, Pj)ay )
k) P;

where E(pr,, P;) = ﬁ represents the expected value of the
probability of a positive outcome for seller P;. Noted that r, s indi-
cate the number of successful and unsuccessful interaction outcomes,
respectively.
In the second step, buyer ¢ employs a measure indicated in Equa-
tion 2 to further adjust the trustworthiness evaluation difference for
all the sellers in P with a weighted average, where the correspond-
ing weight, Conf(,s).. P signifies the confidence level (reliability
degree) of buyer c in evaluating a trustworthiness of sellers in P [22]
with respect to its personal experiences (presented in Equation 3).
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Afterwards, an honesty threshold, 8 where 0 < 5 < 1, is used to
determine behavioral patterns of advisers. That is, if ax’s experience
with P is compatible with those of ¢, (1 —Diff,. ,, ) > /), ax, will be
counted as a credible adviser, with a credibility degree, CR(c q,) =
1= Diff(csar

In contrast, if a’s experiences significantly deviates from the
buyer agent’s direct experiences, (1 — W(c’ak) < B), ar will be
detected as malicious adviser (C'R(c,q4,) = 0) and would be filtered
out from the buyer ¢’s advisers network.

3 PID-based Credibility Threshold Management

Inspired by the existing electronic commerce quality models®[1, 2,
14], we consider three factors that contribute to performance of e-
marketplaces, including, 1) market liquidity (denoted by Mliq), 2)
information asymmetry, and 3) buyers satisfaction.

Market liquidity describes a marketplace’s ability to facilitate trad-
ing of the products promptly without transaction cost (i.e., having to
considerably reduce their price) [3]. It also denotes the ability of buy-
ers to find products with desirable features, when needed. However,
the open nature of e-commerce, the existence of variety of products
with competing features, and the lack of honesty enforcement mech-
anism make buyers uncertain in discovering the best-suited transac-
tion partners (i.e., trust-wise and profit-wise),thus affecting the lig-
uidity of the market.

Information asymmetry measures whether a buyer has sufficient
information to make rational purchase decision in the e-marketplace.
Higher information asymmetry is particularly salient in online en-
vironments. The buyers suffer from the risk of purchasing the low
quality products, which differ from the descriptions claimed by sell-
ers. The availability of credible advisers can effectively reduce the
information asymmetry [17].

buyer satisfaction can be measured using the ratio of transactions
with successful outcome to all the transactions conducted by buyers.

2 Different from other approaches, we ascribe the performance of the e-
commerce system only to the quality of its participants (buyers and sellers)
in conducting transaction.

Through the proposed credibility threshold management, each
buyer can further adjust her social network of credible advisers by
considering the overall performance of the e-marketplace. For exam-
ple, a marketplace with poor performance might imply that a con-
siderate amount of advisers and sellers might be malicious. In this
case, each buyer might want to carefully check other buyers’ quali-
fication as her advisers by increasing the credibility threshold . In
other words, when the community is populated with deceitful advis-
ers, buyers would find it difficult to access honest feedback about
sellers. Hence, the buyers should require more credible advisers by
increasing 3. This can help them to detect and exclude more dishon-
est advisers from their network, and thus obtain opinions of higher
quality advisers.

If SuccessNum(.y denotes the number of successful outcomes
achieved by c in a time stamp ¢, transactionNum(.) indicates the
number of transactions conducted within ¢, purchaseNum .., denotes
the number of transactions that c initially intended to perform within
t as indicated in its purchase mission *, we can formulate the frans-
action success rate and the transaction rate of the buyer ¢ denoted
by tp(c) and tr(c) for the time stamp ¢ as follows:

SuccessNum.,)

t =~ 4

p(c) transactionNum..) @
transactionNum;.)

r(c) — _ransactionNumy) )
purchaseNum(C>

To accurately adjust 3, the central server should have a global ob-
servation of the system performance. Therefore, buyers are asked to
periodically share their tr(c) and tp(c) with the e-marketplace cen-
tral server (ECS). The values of tr(c) and tp(c) reflect the behav-
ior of participants in the e-marketplace. For example, having a high
transaction rate ¢r(c) but a low transaction success rate tp(c) signi-
fies the situation in which a buyer c is misled by dishonest advisers
in her network; therefore, could not find high quality sellers.

Given these quality metrics, we propose the performance measures
for e-commerce systems as follows:

2% tp(t) * Mlig(t)
A= T attigte)

Where Mliq(t) = M and tp(t) = M are the
average of all ¢r(c) and ¢p(c) shared by buyers at time stamp ¢, and
Q(t) is the harmonic mean of the e-commerce quality metrics de-
scribed above. Since the performance of the marketplace is a function
of these quality metrics, we use a harmonic mean to balance them by
mitigating the impact of the one with a larger value and aggravating
the impact of the other with a lower value.

To adjust 8 accordingly, ECS adopts the idea of feedback
controller, specifically Proportional-Integral-Derivative (PID) con-
troller [20]. Given a designated goal in a system, called the reference
r, the feedback control system calculates the error by differentiating
the actual outcome, called y, and the reference r. PID controllers pro-
vide a means to minimize the error in a system based on the received
feedback [13].

In e-commerce systems, the ultimate goal is to maximize the per-
formance of marketplaces in terms of buyers’ satisfaction degree and
market liquidity, achieving Q(¢) = 1, so we initialize the goal 7 to
r = 1. We designate error, e(t), in the e-commerce system as the
difference between the actual performance of the system Q(¢) and
the goal r which is e(t) = r — Q(¢).

Q)

3 We assume that buyers have a pre-determined purchase missions such that
they enter the market to buy certain products.



In the ideal e-commerce systems in which no malicious buyers
exist Q(t) could converge to one. However, in a realistic situation
where the marketplace is populated with different participants with
various behavioral dispositions, it is not reasonable to expect the
perfect performance of the system; therefore, the system will have
Q) < 1.

Given these values, ECS calculates a new value for § that im-
proves Q(t) to reach the idealistic goal » = 1. To this end, ECS
incorporates PID controller to determine the extent to which it has to
change the value of 3.

The new recommended value of [ for the next time stamp ¢ + 1 is
formulated as follows:

Blt+1) = B(t) + Polt +1) o
in which Bo(t 4 1) is formalized using the PID controller presented
as,

de(t)
at ®)

Where ky, ki, and kq are the coefficients that leverage the con-
tribution of Proportional P, which captures the error e(t) calculated
in the time stamp ¢, Integral 1, which accumulates all errors from
the start of the e-marketplace, and Derivative D, which calculates
the deviation of current error e(t) from its previous value e(t — 1),
respectively.

Since in the e-marketplace it is unrealistic to expect Q(t) reaches
the value of r (due to the activity of malicious participants), ECS
would stop adjusting S if Q(t) reaches a stable point.

More formally, ECS updates the value of 3 for the next time stamp
t 4 1, given the following conditions:

Bt)+Bot+1) Q) —Q(E—-1)[>0
B(t) otherwise

Bo(t+ 1) = kpe(t) + ks / e(r)dr + kq
0

Blt+1)= { )
Where o is a trigger threshold.

The pseudo code summary of adjusting S in the proposed PID-based
credibility threshold management is shown in Algorithm 1.

e

Input: t : starting time of e-marketplace;

ty: end of time of e-marketplace;

A : set of advisers;

C': set of buyers;

Output: S(t);

while t < t,, do

foreach c € C do

c filters its advisers in A, based on 3(t);

c shares tr(c) and tp(c) with ECS;

end
ESC computes mean of transaction success rate, tp(t) ;
ECS computes mean of transaction rate, Mliq(t);
ECS computes Q(t) using Equation 6;
if |Q(t) —Q(t—1)| > o then
ECS computes B¢ (t + 1) using Equation 8;

‘ ECS computes 3(t + 1) using Equation 7;
else

| B(t+1):=pB(t)
end
t=t+4+1;

end

L

Algorithm 1: PID-based honesty threshold adjustment al-
gorithm

4 Experimental Results

The e-marketplace environment used for experiments is populated
with self-interested buyers and sellers, and is operated for 20 days.

We initialize the e-marketplace with 100 buyers in total, each of
which has a maximum of 5 requests everyday. Buyers (advisers) are
divided into two groups: honest buyers (ones with high credibility),
and dishonest buyers (ones with low credibility). Honest advisers
generate ratings that differs at most by 0.2 points from their actual
ratings. In contrast, dishonest advisers generate ratings that differs at
least by 0.2 points from the actual experience. For example, if the
seller’s QoS value was 0.9, then the honest adviser would generate a
value between (0.7 and 0.9), and dishonest adviser would generate a
value between (0.1 and 0.69).

We assume there exist 80 sellers and 20 product types and every
4 of the sellers supply products with the same features. Sellers of-
fer same price for products. We further assume the utility of each
product is a value randomly distributed within [50,70] for all sell-
ers. Half of sellers, who supply the same kind of product, are high-
performance with QoS values in the range (0.8-1.0). On the contrary,
low-performance sellers generate QoS value in a range of (0-0.2).
For example, if the seller’s QoS is 0.3, the utility of its product is 60
and the price is 5, a buyer’s actual profit of carrying out a transaction
with that seller would be 0.3 * 60 — 5 = 12.

A buyer, e.g. ¢, calculates the trustworthiness of sellers e.g. P;
through weighted aggregation of advisers ratings, r(q, ), with its own
recent experiences 7.y, presented as follows:

Y i1 CR(c.ap) * T(ay)
n
> k=1 CRcap)

Buyers subjectively decide to conduct a transaction if 7(p;) >
T where T' indicates the transaction threshold. We further set the
threshold 7" to be 0.6. Also, w is determined based on Equation 18
presented in [12].

The buyer c¢’s expected utility of carrying out a transaction with a
seller P; can be formalized as follows:

10)

T(P;) = W.T(c) =+ (1 — w)

Ezpe’ =1(p,) * Ve, — ps an

J

where Vp; and p; indicate the utility of the product promised by P;
and the price of the product, respectively.

In this experiment, the credibility degree of advisers is calculated
through the presented Credibility Evaluation Mechanism. However,
other credibility evaluation approaches can be used instead.

We conduct experiments in two settings where different groups of
buyers populate different percentage of e-marketplaces: 1) balanced
environment where 50% of buyers are honest and 50% of them are
malicious, and 2) dishonest majority where the number of dishonest
buyers exceeds that of honest ones. We set the inequalities in buyer
behaviors to be significant (a 75-25 ratio imbalance is used).

We carry out comparative experiments to evaluate the performance
of the e-marketplace in different environmental settings, adopting the
fixed 8 = 0.5 versus the PID-based (.

We first measure the market liquidity by examining the transaction
rate of different groups of buyers. Upon arrival, buyers randomly
select sellers based on their promised utility (up to round 2). Af-
ter acquiring sufficient experiences they establish their social net-
work of trustworthy advisers, adopting different honesty threshold
approaches: 1) the fixed 5 and 2) the PID-based 3, which is ini-
tialized to 0.5. Given the initial setting of /3, buyers have a similar
transaction rate in initial days. However, we observe that as /3 in-
creases, the transaction rate of the honest buyers increases while the
transaction rate of dishonest advisers decreases, ( Figure 1 (b) ).

From Figure 1, we notice that in both honesty threshold manage-
ment approaches, honest buyers have higher transaction rates com-
pared to the dishonest ones. However, comparative results indicate
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Figure 1: The market liquidity of e-commerce system when number of honest and dishonest buyers are equal: (a) buyers adopt fixed 3; (b) buyers adopt PID-based 3
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Figure 2: The market liquidity of e-commerce system when dishonest buyers out-number honest buyers : (a) buyers adopt fixed 3; (b) buyers adopt PID-based 3

that in a PID-based (8 honest buyers have higher transaction rate than
their counterparts in the fixed 3 approach. The adaptive approach of
ECS in adjusting 3, based on the quality of marketplaces, results in
1) increase of honest buyers’ transaction rate, and 2) detection and
isolation of more dishonest advisers.

The adaptive adjustment of 3 is especially important when the ma-
jority of buyers are malicious. From Figure 2 we notice that in this
environment, dishonest buyers in the case with fixed 5 have much
higher transaction rate (Figure 2 (a)) than their counterparts in the
PID-based S case (Figure 2 (b)). On the contrary, honest buyers have
much lower transaction rate in the fixed 3 than in the PID-based /3
case. The reason is that in the approach using fixed [ a large number
of dishonest advisers remain undetected and they continue to mislead
buyers in their decision making process, impeding them in finding
and conducting transactions with good sellers.

As can be seen in Figures (1 (b), 2 (b)), even though the value of
B gradually increases and the dishonest advisers are mostly filtered
away, the honest buyers cannot conduct all the transactions they ini-
tially intended (i.e., tr(c) < 1). This is due to a lack of experience of
buyers and advisers with the sellers that they intend to make transac-
tions with.

We measure the level of information asymmetry in the e-
marketplace by evaluating the accuracy of buyers in classifying their
advisers. As shown in Fig 3 (a), the accuracy of buyers in a PID-
based 3 improves consistently and reaches the optimal value as they
adaptively re-evaluate their network of advisers based on a new rec-
ommended value of 3. On the other hand, although the static ap-

proach with fixed 3 shows good classification accuracy, it cannot fur-
ther adapt to the incurring changes of the environment. This matter is
clearly illustrated in Figure 3 (b). When the majority of participants
turns to be dishonest, the classification performance of buyers with
fixed 8 drops considerably.

In addition, by comparing the metric of precision for buyers in differ-
ent environmental conditions we notice that in the fixed /3 approach,
as many dishonest advisers are inaccurately classified as honest ones,
buyers significantly rely on dishonest advisers’ feedback in their de-
cision making. The problem is aggravated when the number of dis-
honest buyers exceeds the number of honest ones in the marketplace
(Figure 3 (b)). The performance measures (i.e., precision) reflects
the ineffectiveness of the credibility evaluation mechanism (with a
fixed ) in detecting malicious advisers. Therefore buyers are better
off to make a random decision on finding their transaction partners
instead of relying on adviser’s feedback identified by such credibil-
ity evaluation mechanisms. On the contrary, dynamically monitoring
and tuning 3 enables buyers to achieve fairly good precision value
hence undermining the impact of dishonest advisers.

Note that high precision and accuracy values describe the situ-
ation where buyers can access honest feedback, which implies the
e-marketplace with low level of information asymmetry.

Finally, in order to measure buyers satisfaction rate we compare
the transaction success rate and total profit gained by different buy-
ers*. Shown in Figure 4, we conclude that honest buyers provided

4 Due to the page limit, we only present the results for the balance environ-
ment.
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Figure 3: The classification performance of different group of buyers in a: (a) balanced e-marketplace; (b) unbalanced e-marketplace when majority of buyers are dishonest
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Figure 4: (a) The transaction success rate of buyers in a balanced e-marketplace; (b) The total profit of buyers in a balanced e-marketplace

with the PID-based 3 conduct more successful transaction (Fig-
ure 4(a)), and gain more profit (Figure 4)(b) than other honest buyers
in the fixed 8 approach. Specifically, the profit difference between
honest buyers and dishonest buyers with the PID-based /3 is much
larger than that of fixed 8. Results indicate that, in the e-marketplaces
in which buyers are equipped with a credibility evaluation mecha-
nism with fixed £, dishonest buyers have a good chance of making
profit by behaving deceitfully in the environment. This problem is es-
pecially important in competitive e-marketplaces where sellers have
limited inventories and good sellers are scarce.

5 Related Work

Several credibility evaluation mechanisms have been proposed to di-
lute the effect of unfair or inconsistent opinions in electronic com-
merce systems.

In TRAVOS [19], advisers share the history of their interactions
with sellers in a tuple that contains the frequency of successful
and unsuccessful interaction results. Buyers calculate the probability
based on a beta distribution that a particular adviser provides accurate
ratings given the adviser’s past reports. Once detected dishonest, ad-
visers’ rating information would be considered unreliable, and there-
fore discarded or discounted. Zhang [25] proposed a personalized
approach for handling unfair ratings in centralized e-marketplaces.
In this model, advisers share their ratings about some sellers. To es-
timate the credibility of advisers, buyers exploit a probabilistic ap-
proach and model advisers’ trustworthiness by integrating the public

and private reputation components about advisers. Noorian [9] pro-
posed a two-layered cognitive filtering approach to detect and dis-
qualify unfair advisers. The credibility of advisers is evaluated ac-
cording to the similarity degree of advisers’ opinions with those of
buyers, as well as their behavioral dispositions in feedback provi-
sion. Beta Filtering Feedback [23] and RATEWeb [8] evaluate the
ratings based on their deviations from the majority opinion. The ba-
sic idea of the proposed method is that if the reported rating agrees
with the majority opinion, the raters credibility is increased, other-
wise decreased. However, unlike other models, RATEweb does not
simply discard the rating, if it disagrees with the majority opinion;
instead, RATEWeb decreases the credibility of the rater by a cer-
tain degree. Wang [21] proposed super-agent framework for repu-
tation management for service selection environment where agents
with more capabilities act as super-agents and become responsible
for collecting, managing and providing reputation information. Buy-
ers adopt reinforcement learning approach to model the trustworthi-
ness of super-agents. BLADE [15] provides a model for buyers to
interpret evaluations of advisers using a Bayesian learning approach.
This model does not discard all unreliable ratings; rather, it learns an
evaluation function for advisers who provide ratings similar to their
direct experience. BLADE applies a strict judgment on the credibility
of feedback providers. For example, BLADE discounts the ratings of
advisers with an honesty degree of 0.7.

These existing trust models, however, do not address how they
distinguish trustworthy advisers from untrustworthy ones. That is,
these models cannot answer the following questions: 1) How to de-



fine the acceptable level of honesty, trustworthiness and/or similarity
of an adviser?, 2) How to define the credibility adjustment threshold?
To the best of our knowledge, in the existing literature, the honesty
threshold has been either explicitly initialized by a central server, as
in [19, 21, 24, 25] or has been subjectively determined by buyers
according to their behavioral characteristics as presented in [8, 9].
The only previous work that addresses these questions is FIRE [5],
which defines an adaptive inaccuracy tolerance threshold based on
the sellers’ performance variation to specify the maximal permitted
differences between the actual performance and the provided ratings.
This work is different from our approach, however, since in FIRE
each buyer filters away advisers based on their local observation on
a quality of the sellers, and thus this model suffers from the risk of
unfair judgment of advisers.

6 Conclusion and Future Works

This paper pinpoints a common problem of existing trust and reputa-
tion systems in electronic commerce systems. Despite the significant
advances of the field in detecting and mitigating misbehavior of un-
truthful participants, these models rely on certain assumptions. One
of the most important of these assumptions that has been trivialized
in the literature is the existence of a honesty threshold, which serves
as decision boundary to separate participants based on their behav-
ioral characteristics. The choice of values for this “magic” threshold
is usually left to the designers implementing a particular system.

We address this problem by designing a controller method to adap-
tively tune the honesty threshold. The proposed controller monitors
the quality of e-marketplace and uses a PID feedback controller tech-
nique to determine new values for the honesty threshold to adapt to
the changing marketplace.

The standalone and context-independent design of the proposed
PID-based credibility threshold adjustment makes it well-suited to
be incorporated with different credibility evaluation mechanisms and
filtering models for electronic marketplaces.

Experimental results show the advantages of adaptive evaluation
on the honesty threshold. In particular, we demonstrate that credibil-
ity evaluation mechanism guided by PID-based threshold manage-
ment techniques can increase market liquidity, buyers’ satisfaction,
and decrease the information asymmetry in the e-marketplace.

Credibility mechanisms using an adaptive honesty threshold to
the feedback received from the marketplace provides better accuracy
with time, since they have the ability to evolve and dynamically eval-
uate the changing conditions of the marketplace.

An interesting direction for future work would be to improve the
feedback controller method by adopting different dynamic perfor-
mance metrics supported in the market microstructure literature [7],
in addition to those considered here. Furthermore, since the buyers’
contribution in providing feedback is an essential elements in the
performance monitoring of the marketplace, a useful direction for fu-
ture work would be the incorporation of an incentive mechanism to
promote more participation (in terms of providing honest feedback)
from the buyers.
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